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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in 

the application: 
Listing of Claims: 

1. (Currently amended) A method for securing a portable electronic device, 

comprising: 

(a) generating a security message; 

(b> transmitting said security message to said portable electronic 
device; 

(c) performing an de s tructive action on said portable electronic device 
in response to said security message, said action selected from a group 
consisting of causing a short circuit, placing t he portable electronic device in a 
mode in which a function of the portable electro nic device is disabled, operating 
memory at an incorrect clock rate, causing said portable electronic device to 
report its location, and precluding access to data stored in the portable electronic 
device . 

2. (Canceled). 

3. (Canceled). 

4. (Currently amended) The method of claim 1 wherein said dootruct i v e 
action -mode p revents said portable electronic device from transmitting or 
releasing information. 

5. (Original) The methcd of claim 1 wherein (a) includes digitally signing said 
security message. 

6. (Original) The method of claim 5 further including the portable electronic 
device verifying the digital signature. 
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7. (Original) The method of claim 5 using an encryption key to digitally sign 
the security message. 

8. (Original) The method of claim 7 wherein said encryption key is stored in 
an encrypted form before being used to digitally sign the security message. 

9. (Currently amended) The method of claim [[6]] 8_wherein a person or 
entity is authorized to cause (b) to happen and only that person or entity is 
capable of causing said encrypted encryption key to be decrypted so as to be 
used to digitally sign the security message. 

10. (Original) The method of claim 1 wherein (b) occurs after a request has 
been received to perform the destructive action. 

1 1 . (Original) The method of claim 10 wherein a person or entity is authorized 
to cause (b) to happen and (b) occurs after said requesting person or entity is 
verified. 

12. (Original) The method of claim 1 further including encrypting the security 
message and said portable device decrypts the encrypted security message. 

13. (Original) The method of claim 1 further including digitally signing said 
security message and including a unique value that changes each time (a) is 
performed. 

14. (Original) The method of claim 13 further including receiving said digitally 
signed security message and authenticating the message using said unique 
value. 

15. (Original) The method of claim 13 wherein said unique value includes a 
time stamp. 
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16. (Original) The method of claim 13 wherein said unique value includes a 
random number. 

17. (Original) The method of claim 13 wherein said unique value includes a 
non-repeating sequence number. 

18. (Currently amended} The method of claim 1 further including permitting 
the doptruotivo action to be aborted once the security message is received by 
said portable electronic device. 

19. (Currently amended) The method of claim 18 wherein permitting the 
doctructive action to be aborted includes providing the portable electronic device 
with an abort key that is verified by the portable electronic device. 

20. (Original) The method of claim 1 further including permitting a specified 
number of tasks to be performed by the portable electronic device before (c) is 
performed. 

21. (Original) The method of claim 1 further including permitting tasks to be 
performed by said portable electronic device for a specified time period before (c) 
is performed. 

22. (Original) The method of claim 1 further including permitting a specified 
number of tasks to be performed during a specified period of time and performing 
(c) after either said specified number of tasks have been performed or the 
specified time period has expired. 

23. (Currently amended) A portable electronic device, comprising: 
a CPU; 

a memory device coupled to said CPU; 

a decryption key stored in said memory device; 
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an input/output ("I/O") module coupled to said CPU which receives 
messages from an external security station; 

wherein said CPU receives security messages from said security station 
via said I/O module and, in response, performs a-destfUGtive-ajfi.action_sel§cted 
from a aroun consisting of causing a short circu it, olacino the portable electronic 
device in a mode in which a function of the portab le electronic device is disabled, 
operating memory at an incorrect clock rate, ca using said portable electronic 
device to report its location, and precluding acces s to data stored in the portable 
electronic device . 

24. (Canceled). 

25. (Currently amended) The portable electronic device of claim 23 wherein 
said dostruptivo action mgde_prevents said portable electronic device from 
transmitting information. 

26. (Original) The portable electronic device of claim 23, wherein said security 
messages received at said I/O module include a digital signature and said CPU 
verifies the digital signature. 

27. (Original) The portable electronic device of claim 26 wherein said CPU 
uses said decryption key to verify the digital signature. 

28. (Original) The portable electronic device of claim 23 wherein said CPU 
verifies a unique value included in said security message, said unique value 
capable of being different each time the portable electronic device receives a 
security message. 

29. (Original) The portable electronic device of claim 28 wherein said CPU 
authenticates the security message using said unique value. 
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30. (Original) The portable electronic device of claim 28 wherein said unique 
value includes a time stamp. 

31. (Original) The portable electronic device of claim 28 wherein said unique 
value includes a random number. 

32. (Currently amended) The portable e te rtronic device method of claim 28 
wherein said unique value includes a non-repeating sequence number. 

33. (Currently amended) The portable electronic device of claim 23 wherein 
said CPU permits the e&struoti ve - action to be aborted once the security message 
is received by said portable electronic device. 

34. (Currently amended) The portable electronic device of claim 33 wherein 
said CPU permits entry of an abort key to cause the doctruct i vo action to be 
aborted. 

35. (Currently amended) The portable electronic device of claim 23 wherein 
said CPU permits a specified number of tasks to be performed by the portable 
electronic device before performing said dootruotiv e- a ction. 

36. (Currently amended) The portable electronic device of claim 23 wherein 
said CPU permits tasks to be performed for a specified time period before said 
do o truct i vo action is performed. 

37. (Original) The portable electronic device of claim 23 wherein said CPU 
permits a specified number of tasks to be performed for a specified time period 
and, after either the specified number of tasks have been performed or the 

I specified time period has elapsed, said CPU performs said d e s truct i v e action. 
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38. (Original) The portable electronic device of claim 23 wherein said 
decryption key cannot be overwritten. 

39. (Original) The portable electronic device of claim 23 wherein said 
decryption key cannot be copied. 

40. (Currently amended) A security station through which a user of a portable 
electronic device can initiate a security response associated with the portable 
electronic device, comprising: 

a CPU; 

a registry of user information accessible by said CPU and including an 
identifier value associated with the portable electronic device; and 

a communication port to facilitate communication with the portable 
electronic device; 

wherein said CPU generates a security message which is transmitted 
through the communication port to the portable electronic device to cause the 
portable electronic device to perform a destructiv e-security action selected from a 
oroup consisting of causing a short circuit to occur in said portable electronic 
device, transitioning the portable electronic device in to a mode in which a 
function of the portable electronic device i s disabled, causing memory to be 
operated in said portable electronic device at an incorrec t dock rate, causing said 
portable electronic device to report its locat ion, and causing said portable 
electronic device to preclude access to data st ored in the portable electronic 
device . 

41 . (Original) The security station of claim 40 wherein said CPU digitally signs 
said security message with a key associated with the user. 

42. (Original) The security station of claim 41 wherein said CPU encrypts said 
security message with said key. 
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43. (Original) The security station of claim 40 wherein said CPU encrypts said 
security message with a key associated with the user. 

44. (Canceled). 

45. (Currently amended) The security station of claim 40 wherein said se curity 
mooegge mode_causes said portable electronic device to cease transmitting data. 

46. (Currently amended) The security station of claim 40 wherein said security 
message causes said portable electronic device to preclude access to any data 
stored in the portable electronic device. 

47. (Canceled). 

48. (Original) The security station of claim 40 wherein said security message 
permits the portable electronic device to perform a specified number of tasks after 
which the portable electronic device performs said destructive action. 

49. (Original) The security station of claim 40 wherein said security message 
permits the portable electronic device to perform tasks for a specified amount of 
time after which the portable electronic device performs said destructive action. 

50. (Original) The security station of claim 40 wherein said security message 
permits the portable electronic device to perform a specified number of tasks for a 
specified amount of time, and after either the specified number of tasks have 
been performed or the specified amount of time has expired, the portable 
electronic device performs said destructive action. 

51. (Original) The security station of claim 40 wherein the security message 
can be aborted by the portable electronic device. 
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52. (New) The method of claim 1 further comprising determining which of a 
plurality of entities initiated said security message and selecting the action based 
on the determined entity. 

53. (New) A portable electronic device, comprising: 
a CPU; 

a memory device coupled to said CPU; 

a decryption key stored in said memory device; 

wherein said CPU receives a security message from one of a plurality of 
entities and selects a destructive action to be performed in said portable 
electronic device based on a determination as to which entity sent the security 
message. 

54. (New) The portable electronic device of claim 53 wherein the destructive 
action comprises causing a short circuit. 

55. (New) The portable electronic device of claim 53 wherein the destructive 
action comprises placing the portable electronic device in a mode in which a 
function of the portable electronic device is disabled. 

56. (New) The portable electronic device of claim 53 wherein the destructive 
action comprises operating memory at an incorrect clock rate. 

57. (New) The portable electronic device of claim 53 wherein the destructive 
action comprises causing said portable electronic device to report its location. 

58. (New) The portable electronic device of claim 53 wherein the destructive 
action comprises precluding access to data stored in the portable electronic 
device. 
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59. (New) A method for securing a portable electronic device, comprising: 

(a) generating a security message; 

(b) transmitting said security message to said portable electronic 
device; 

(c) selecting a destructive action to be performed on said portable 
electronic device based, at least in part, on an identity of an entity that transmitted 
said security message. 

60. (New) The method of claim 59 wherein said destructive action comprises 
causing a short circuit. 

61 . (New) The method of claim 59 wherein said destructive action comprises 
placing the portable electronic device in a mode in which a function of the 
portable electronic device is disabled. 

62. (New) The method of claim 59 wherein said destructive action comprises 
operating memory at an incorrect clock rate. 

63. (New) The method of claim 59 wherein said destructive action comprises 
causing said portable electronic device to report its location. 

64. (New) The method of claim 59 wherein said destructive action comprises 
precluding access to data stored in the portable electronic device. 
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